
DPI-SSL
Selling, Sizing, Implementing, & Managing DPI-SSL

Presented by Rob Krug



© Copyright SonicWALL

AGENDA

• Selling the solution

• Sizing the opportunity

• Implementing a successful deployment

• Management & Troubleshooting 
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The Threat
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Here the “inspection”, which is an everyday police 
officer directing traffic, can only see the cars coming 
into the intersection.  From there it can only identify 
the traffic by the type of car and the direction it is 
travelling

Stateful Packet Inspection

Deep Packet Inspection
In Deep Packet Inspection, our police officer becomes 
Superman with x-ray vision, and can now see inside the 
cars as they come into the intersection.  He can see the 
driver, what is in the trunk, see what is under the hood, and 
the determine to let the traffic pass or destroy it with heat 
vision…  Just one problem, he can’t see through lead….
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Encrypted Traffic

In this case, the “lead” which Superman can not 
see through is the Encrypted Traffic, which is the 
traffic making use of the HTTPS Connection.

A HTTPS Connection, is essentially a secure or 
private connection from the initiating 
application, usually a browser, all the way 
through the network and Internet to the 
destination server or site.  
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Encrypted Traffic
Whether it was the “Snowden Effect” & “NSA Spying Scandal”, or simply the best 
effort to start safeguarding our online privacy from would be attackers and thieves, a 
significant amount of Internet traffic today is now encrypted via the HTTPS 
connection.  In fact there are huge initiatives to “encrypt everything”, and even 
Internet Search Engines, like Google, have altered their search algorithms to 
prioritize HTTPS sites in their search results.  
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Encrypted Traffic
While the enhancement and drastic increase in deployment and utilization has increased security in daily 
communications, the “bad guys” have figured out how to manipulate this to circumvent most legacy firewall solutions.  
Most HTTPS traffic is not inspected, and even firewalls purchased in the last 18 – 36 months may not even be capable of 
inspecting this traffic, and as such it passes right through.  

In fact, it is likely that nearly 50%, and in many cases much more, of most Internet connectivity today is now encrypted.  
Doesn’t seem real?  How much traffic for the sites listed below is active in your network?  Did you know every last one 
of them is encrypted?  How big is your Internet connection, 10, 50, 100 Mbps?  How much of it is HTTPS?  

Now while most of these applications and sites are mostly trusted, it is the content that could be lurking within them 
that could be very harmful.  Take personal webmail for example, Gmail, Microsoft, or Yahoo.  Those are all encrypted, 
so do you stop a user from clicking on an attachment that unleashes Cryptolocker in your network?



© Copyright SonicWALL

Sizing the Opportunity
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IMPLEMENTING A SUCCESSFUL DEPLOYMENT

• Don’t sugar coat the challenge.  

• Managing the certificate deployment is the greatest challenge

• Certificate Pinning

• Automatic “excluding” broken sites & applications is a risk!

• Link to know ->  https://support.sonicwall.com/kb/sw13506

https://support.sonicwall.com/kb/sw13506
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CERTIFICATE DEPLOYMENT

• Establishing Trust 

• Operating System Certificate Store
• Know your systems (IOS, Windows, Android, Linux)

• Know your browsers (Firefox, Safari, Explorer, Edge, & Chrome)

• Deploying the Certificate
• Active Directory / Group Policy

• Trusted Devices vs. BYOD

• Third Party Solutions / Network Access Control Solutions
• Successful Deployments

• Impulse

• AirWatch

• Clearpass 
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CERTIFICATE PINNING 
HTTP Public Key Pinning (or certificate pinning) is a security 
mechanism which allows HTTPS websites to resist 
impersonation by attackers using mis-issued or otherwise 
fraudulent certificates.
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THE CONFIGURATION
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***Best Practice***
Start small with the initial deployment to start identifying 
potential exclusions that will be required based on application 
and website access requirements
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Questions
&

Answers



Thank you.


