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Almplementing a successful deployment
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he TThreat

SSL/TLS Vulnerability

HNormally, wnen you iy 1o Connect securely, sies will present trusted 1Gen
that you are going to the right place. However, this site's identity can't be

What Should | Do?

If you usually connect to this site without problems, this error could mean
trying to impersonate the site, and you shouldn't continue.

Get me out of here!

Your connection is not private

Technical Details . . . o
Attackers might be trying to steal your information from

yoursite.com (password, messages, credit cards etc)

| Understand the Risks

Do you want to run this application?

Name: Java

y ' Publisher: UNKNOWM
. s

Location:  http://192. 168.95.195

', Ultrasurf

PRIVACY. SECURITY. FREEDOM.

Running applications by UNKNOWN publishers will be blocked in a future release
because it is potentially unsafe and a security risk.
Risk: This application will run with unrestricted access which may put your computer and personal

information at risk. The information provided is unreliable or unknown so it is recommended not to
run this application unless you are familiar with its source

More Information

Select the box below, then click Run to start the application

1 accept the risk and want to run this application.
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Stateful-Packet lnspection
| SNBE GKS daAYyaLISOuA2YES 6K
officer directing traffic, can only see the cars coming

Into the intersection. From there it can only identify
the traffic by the type of car and the direction it is

travelling

DeeprPacket lnspection

In Deep Packet Inspection, our police officer becomes
Superman with xay vision, and can now see inside the
cars as they come into the intersection. He can see th
driver, what is in the trunk, see what is under the hood,
the determine to let the traffic pass or destroy it with he
OAEaA2Y X Wdza i 2y S LINRPOTE S
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Encrypted Traffic

LY 0KAA&A OFasSsy G4KS af Sl
see through is the Encrypted Traffic, which is the
traffic making use of the HTTPS Connection.

A HTTPS Connection, Iis essentially a secure or
private connection from the initiating
application, usually a browser, all the way
through the network and Internet to the
destination server or site.
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Encrypted Traffic
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effort to start safeguarding our online privacy from would be attackers and thieves, »

significant amount of Internet traffic today is now encrypted via the HTTPS

O2YyYySOlA2Yy D LYy FFO0 O0KSNB FNB KdaAaAS J

Internet Search Engines, like Google, have altered their search algorithms to
prioritize HTTPS sites in their search results.

L4 F ¥ ¥ o8 08 0§ 3 0§ 8 §

USA

"3, HTTPS Everywhere
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I n C r Y Dell SonicWALL - Admin X
yr 5 C' | A NotSecure | b#ps;//192.168.1.2:4430/main.htr w

—

3 Apps € SPARTAN [§ & GMS € MEDUSA ¥ SHADOW ¥ ACHILLES £2 DROPBOX () SMA [3) Threat Lab SmarterStats VPN [3)
X

SonicWALL | Network Security Appliance Alert | Wizards | Help | Logout é

, Mode: Non-Config » ’f
» B Dashboard i

- Capture ATP / Status
r & System
r @ Network
> \J Switching 9 DI.II'DDSE(S). ypt
» & 36/46 Files scanned in the last 30 days rr
> &= SonicPoint E |
» & Firewal

% % of malicious files found
» S Firewall Settings 30 -
> ‘@ DPI-SSL 'm
v g;‘ Capture ATP for details. ! tE

Status 20 p
Settings
> }'_g] VolIP
[ 3 © Anti-Spam -
&y VPN
» B8 ssiven 0
T | I I I I I I I | T I I I | T I I 1 | I I I 1 | I I T | |

» é Virtual Assist JAIZ 4 5 6 7 a 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 FEN
[ 3 q"g Users '

et . rilahi e H i i

This Web Page contains R Viewing 13 files of 97 total scanned
Solutions. The informatiqad G Security Services Dateis 01/13/2017 %  Add Filter. .

» 4 WAN Acceleration

gl Issuer Statement
» B4 AppFlow

= Status _ Filename Submitted by Src Dest
r 5% Log

Jan 13 - 3:00pm betabot_crypte...  COEAE4599EA4 208.73.99.30:80 10.6.1.229:7834
© maLicious Jan 13 - 3:00pm LL_Kazy Crypt.. COEAE4599EA4 208.73.99.30:80 10.6.1.229:7831
0K
- © wmaLcious Jan 13 - 2:58pm resume.exe COEAE4599EA4 208.73.99.30:80 10.6.1.229:7815 _
- FYTrTTEEE o 42 44.77am Alann ava AOCACAEOOEAA AG AN 947 494.00 40 & 4 990.7000 M
Status: Ready
—
P 4 \ Y ! VUV o V v
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Sizing the Opportunity
SONICWALL

Max Concurrent

Updated - February 1, 2017
Current Firmware 6.2.5.1

Max Concurrent

e it HlATAWAre o oo Hardware o) oo1
Model . Model .
Connections Connections
— SM 9600 12,000 TZ600 250 -
— 125CH0 SM 9400 10,000 TZ500 250 LI TR
gyt SM 9200 8,000 TZ500W 250 5 i
10 GbE SFP 0 4 6
i e NSA 6600 6,000 TZ400 250 & &
Max Throughput (Mbps)* 50 NSA 5600 4,000 TZ400W 250 000012000
% NSA 4600 3,000 TZ300 250 B
Max Site VPN 10 5000 10000
Max Remote VPN 5 NSA 3600 2,000 TZ300W 250 0000 10000
Max SSL VPN 10 50 50
Max SonicPoint** 16 NSA 2600 1,000 SOHO W 100 VA N/A
Max VLAN 25 512 2048
SSO Users Supported 250 .0000 20000
Max TS Servers Supported 4 4 4 4 4 8 16 64 128 256 912 512 512 N/A N/A
Maximum DPI Connections 7500 37500 67500 75000 93750 93,750 131,250 150,000 375,000 375,000 750,000 750,000 937,500 2.5M 10M

SONICWALL
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IMPLEMENTING A SUCCESSFUL DEPLOYMENT

A52y Qi &adaAlFINI O2F( (GKS OKIffSy3asSo
AManaging the certificate deployment is the greatest challenge

A Certificate Pinning

Al dzG2 Yl GAO GaSEOfdzRAY3IE¢ ONR]1SYy aritsSa s
ALink to know> https://support.sonicwall.com/kb/sw13506
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https://support.sonicwall.com/kb/sw13506

CERTIFICATE DEPLOYMENT

A Establishing Trust

AOperating System Certificate Store
A Know your systems (I10S, Windows, Android, Linux)
A Know your browsers (Firefox, Safari, Explorer, Edge, & Chrome)

ADeploying the Certificate
A Active Directory / Group Policy
A Trusted Devices vs. BYOD

A Third Party Solutions / Network Access Control Solutions

A Successful Deployments
A Impulse
A AirWatch
A Clearpass

S O N | CWAL L © Copyright SonicWALL



CERTIFICATE PINNING

HTTP Public Key Pinnior certificate pinning) is a security
mechanism which allows HTTPS websites to resist
impersonation by attackers using mssued or otherwise

fraudulent certificates.

£ Login - Dropbox
L C' | @ Dropbox, Inc [US] | https//www.dropbox.com/login?sre=logout
i Apps P SPARTAN [} @ GMS ¥ MEDUSA ' SHADOW 6 ACHILLES $3 DROPBOX () SMA [3) Threatlab [F] SmarterStats VPN [}

———— %3 Dropbox

Signin or create an account

G Sign in with Google
or

SONICWALL
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MNeed help signing in?
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THE CONFIGURATION
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9 Dell ¢

=22 Apps |

r

brl Ll 1>)

» & -
X
R
» G
<@

C

&
R
=
'8

[ ui SSLY
> 8 Virtu
> & User
» & g
> 0 Secu
» T wan
> @ AppFlow
g Eﬁ. Log

To always authenticate a server before applying a common-name or category exclusion policy, select the
Always authenticate server before applying exclusion policy checkbox. When enabled, DPI-SSL blocks
excluded connections:

e To sites with untrusted certificates.

» |If the domain name in the Client Hello cannot be validated against the Server Certificate for the
connection.

This is a useful feature to authenticate the server connection before applying exclusion policies.
Enabling this option ensures that the appliance does not blindly apply exclusion on connections and
thereby create a security hole for exclusion sites or sites belonging to excluded categories. This is
especially relevant when banking sites, as a category, are excluded.

By validating both the server certificate and the domain name in the Client Hello before applying an
exclusion policy, SonicOS can reject untrusted sites and potentially block a type of zero-day attack from
taking place. The SonicOS implementation takes the “trust-but-verify” approach to ensure that a domain
name that matches the exclusion policy criteria is validated first, thus preventing an unsuspecting client
from phishing or URL-redirect-related attacks.

By default, this checkbox is not enabled.

@ | IMPORTANT: If you are excluding alternate domains in the Subject-Alternate-Name extension, it is
recommended that you enable this option.

@ | TIP: If you enable this option, use the Skip CFS Category-based Exclusion option (see
Excluding/Including Common Names on page 997) to exclude a particular domain or domains from
this global authenticate option. This is useful to override any server authentication-related failures
of trusted sites.

| Always authenticate server before applying exclusion policy |

O X

Help | Logout

iguration »

Status: The configuration has been updated.

SONICWALL
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/ A
/ ¥ Dell SonicWALL - Admin X \\

< c

A Not Secure | b#ps://192.168.1.2:4430/main.htm|

I Apps € SPARTAN [ @ GMS ¥ MEDUSA ¥ SHADOW W) ACHILLES 2 DROPBOX @) SMA [M Threatlab [F] SmarterStats VPN [3

SonicWALL | Network Security Appliance

Wizards | Help | Logout

Dashboard

System
Network

vy v

%2 168

Switching

L 3G/4G

> é SonicPoint

> G Firewall

> ﬁ Firewall Settings

v EB DPI-SSL

o Cemsst

Server SSL

> & Capture ATP

L 9 VaoIP

» Eg Anti-Spam

> 6 VPN

L SSL VPN

» a Virtual Assist

> a Users

» E High Availability

> 0 Security Services
> 3 WAN Acceleration

» AppFlow

b@. Log

prrsst/ Client SSL

Mode: Configuration »

DPI-SSL Status

Current DPI-SSL connections (cur/peak/max): 0/102/4000

General Certificate Objects Common Name CFS Category-based Exclusion/Inclusion

Certificate re-signing Authority

This certificate will replace the original certificate signing authority only if that authority certificate is trusted by the firewall.

If the authority is not trusted, then the certificate will be made self-signed.
To avoid certificate errors, choose a certificate that is trusted by devices protected by DPI-SSL.

Certificate: | NetReaper \ |

Default Dell SonicWALL DPI-SSL CA certificate
Default Dell SonicWALL DPI-SSL 2048 bit CA certificate

Status: Ready

SONICWALL
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G Dell SonicWALL - Admin X

& (& ‘ A Not Secure | b#75://192.168.1.2:4430/main.html *
I Apps ' SPARTAN [} & GMS ¥ MEDUSA ¥J SHADOW %} ACHILLES $3 DROPBOX () SMA [7 Threatlab [[7] SmarterStats VPN [}

SonicWALL | Network Security Appliance Alert | Wizards | Help | Logout

Mode: Configuration »

~ -
L Dashboard prrss./ Client SSL
> E System
» Q Network @ Accept Cancel
» X Switching
» & 36146 DPI-SSL Status
L é SonicPoint
Current DPI-SSL connections (¢ ak/max): 0/102/4000
> % Firewall
> ﬁ Firewall Settings —_
@ General Certificate ‘ Objects | Common Name CFS Category-based Exclusion/Inclusion
v DPI-SSL
Server SSL
& Exclude: Include:
[ 4
Capiusebib Address Object/Group | DPI-SSL Bypass v ‘ ‘ All v | —
> 9 VoIP Service Object/Group | None v Al v |
» [.:3 Anti-Spam User Object/Group | None v HAII v |

L @ VPN
» SSL VPN

> a Virtual Assist

& e ***Best Practice***

» High Availability

b @ securty senvees Start small with the initial deployment to start identifying

4 _j WAN Acceleration

B rporion potential exclusions that will be required based on application
"B and website access requirements

Status: Ready
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/ @ Dell SonicWALL - Admin x \
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A Not Secure | b#[55://192.168.1.2:4430/main.html

i Apps 6 SPARTAN [] & GMs '@ MEDUSA ¥ SHADOW ¥J ACHILLES 23 DROPBOX () SMA [3 Threatlab [[] SmarterStats VPN [1)

SonicWALL | Network Security Appliance

Alert | Wizards | Help | Logout
Mode: Configuration
» B pastivoara Client SSL -
> System
> @ Network @ Accept Cancel Add Common Names
> x Switching
» e 36/46 DPI-SSL Status Please add new common name entries separated by comma or newline characters.
> é SonicPoint accounts.youtube.com
Current DPI-SSL connections (cur/pe: cl%entsl -google.com
> G Firewall clients2.google.com
a 3 clients3.google.com
> % Firewall Settings ) - clients4.google.com
‘.B DPI-SSL h - commondatastorage.googleapis.com
| s Lgogie.con
- dl.google.com Items |1 to wla o]
Server SSL Common Name Exclusions/Incl d1-ss1.google.com
gweb-gettingstartedguide.appspot.com
» & Capture ATP View Style: '® All Built-in m.google.com ion Show Connection Failures
omahaproxy.appspot.com
L 9 e pack.google.com
» o Anti-Spam G safebrowsing-cache.google.com
e 1 .agnilindenlab.com safebrowsi.ng. google.com +
4 VPN ssl.gstatic.com
> LU 2 .atl.citrixonline.com stor‘age.googleapis.com| +
» g Virtual Assist 3 .citrixonlinecdn.com Action: ® Exclude +
otomeeting.con
[ a Users 4 -.golomeeting.com ) Skip CFS Category-based Exclusion -
. . 5 .ad.citrixonline.com +
> ﬁ High Availability () skip authenticating the server
> e Security Services 6 -icloud.com < =
: ) (] Always authenticate server before applying exclusion policy
» B wan Acceleration 7 .itunes.apple.com +
E itwin.con -
3 AppFlow 8 .ltwin.com Apply Cancel 2
» E' Log 9 .las.citrixonline.com ) +
10 live.citrixonline.com Exclude +
11 .livemeeting.com Exclude +
12 .logmein.com Exclude +
13 .mozilla.org Exclude =
-

Status: The configuration has been updated.
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} : = - X
/ ) Dell SonicWALL - Admin X \\
= C A NotSecure = b#ps//192.168.1.2:4430/main.html * | ¢
i Apps € SPARTAN [ €@ GMS ¥ MEDUSA ¥ SHADOW ' ACHILLES 2 DROPBOX @) SMA [3 ThreatLab [f] SmarterStats VPN [}
SonicWALL | Network Security Appliance Wizards | Help | Logout
Mode: Non-Config »
» B pashiard Client SSL .
» @ System B - -
Connection Failure List
» 2 Network
» x Switching Browse through the list of connection failures. You can add an entry or entries as custom exclusion names, clear some or clear all entries.
4 0 3G/4G DPI Common Name Error Message
> é SonicPoint Failed to authenticate cert num 1 in certificate chain for
G Cu intercepted connection; Untrusted o
> W Frewall ] 10.6.1.229 65.55.44.109 vortex-win.data.microsoft.com Issuer:/C=US/ST=Washington/L =Redmond/O=Microsoft (&
» ﬁ Firewall Settings Corporation/CN=Microsoft Root Certificate Authority
c 2011
v m DPI-SSL ) ) ) =
(] 10.5.1.2 65.55.252.93 sqm.telemetry.microsoft.com Server reset connection during handshake {Z,J
_ ( Failed to authenticate cert num 1 in certificate chain for
Server SSL intercepted connection; Untrusted -
& O 10.5.1.2 65.55.252.93 * big.telemetry.microsoft.com Issuer:/C=US/ST=Washington/L=Redmond/O=Microsoft iéj
» Capture ATP ! Corporation/CN=Microsoft Roat Certificate Authority
» & var 2011
ﬁ X Failed to authenticate cert num 1 in certificate chain for
> Anti-Spam intercepted connection; Untrusted -
» 6 VPN O 10.6.1.229 65.55.44.109 vortex-win.data.microsoft.com Issuer:/C=US/ST=Washington/L=Redmond/O=Microsoft iéj
- Corporation/CN=Microsoft Root Certificate Authority
» SSL VPN 2011
» 3 Virtual Assist )] 10.5.1.2 65.55.252.93 sqm.telemetry.microsoft.com Server reset connection during handshake
» a Users Failed to authenticate cert num 1 in certificate chain for
E intercepted connection; Untrusted
> High Availability )] 10.6.1.229 65.55.44.109 vortex-win.data.microsoft.com Issuer:/C=US/ST=Washington/L=Redmond/O=Microsoft
» o Securlty Services ggﬁorahon,'CN:Mlcrosoft Root Certificate Authority
L4 3 WAN Acceleration
» LB AppFlow
» E. Log
Exclude Clear ClearAll ||  Close
13 -1mdna.ury CALIUUE Appiuveu
A4
Status: Ready

SONICWALL
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// G Dell SonicWALL - Admin X
|- \

c

A Not Secure | b#5://192.168.1.2:4430/main htm|

S5 Apps @ SPARTAN [§ @ GMS 6 MEDUSA ' sHADOW ) ACHILLES $3 DROPBOX (=) SMA [Y Threatlab [I] SmarterStats VPN [9

SonicWALL | Network Security Appliance

Wizards | Help | Logout

vy v v

v

GxXenmp

v

s

-

v

¢

Dashboard
System

Network
Switching
3G/4G
SonicPoint
Firewall

Firewall Settings
DPI-SSL

pri-ss / Client SSL

Mode: Non-Config »

DPI-SSL Status

Current DPI-SSL connections (cur/peak/max):

0/102/4000

General Certificate Objects Common Name [ CFS Category-based Exclusion/Inclusion ]
Contt Filter ory Inclusions/Exclusions: "ﬂ :

® Exclude O Include

the following categories:

[ selectall Categories
0O 1. Violence/Hate/Racism [ 23. Government O 45. Travel
) 2. Intimate Apparel/Swimsuit [ 24. Military ) 46. Vehides
O 3. Nudism 0O 25 Political/Advocacy Groups O 47. Humor/Jokes
0 a Pornography [) 26. Health [ 48. Multimedia
O s. Weapons [ 27. Information Technology/Computers O 40, Freeware/Software Downloads
[ 6. Adult/Mature Content 0 28 Hacking/Proxy Avoidance Systems [ so. Pay to Surf Sites
—— g s [ 20. search Engines and Portals 51. N/A
) 8. Drugs/Illegal Drugs | [ 30. E-Mail 52. N/A

. o " _ ) 31. Web Communications ) 53.kid Friendly

[ 10. sex Education [J 32 Job Search () s54. Advertisement
[ 11. Gambling [ 33. News and Media [J 55. Web Hosting
0 12 Alcohol/Tobacco [} 34. personals and Dating [ s6. Other
O 13 Chat/Instant Messaging (IM) ) 35. Usenet News Groups [J 57. Internet Watch Foundation CAIC
0 14 Arts/Entertainment ) 36. Reference () 58. Sodial Networking
) 15. Business and Economy 0 37 Religion ) 59, Malware
O 16 Abortion/Advocacy Groups O 38 Shopping 60. N/A

Server SSL
> & Capture ATP
> _Q VoIP
> Anti-Spam
> a VPN
> SSL VPN
» a Virtual Assist
> a Users
> E High Availability
> 0 Security Services
> _J WAN Acceleration
» % AppFlow
> E‘ Log
Status: Ready

https://192.168.1.2:4430/ssISpyConfigure. html#tabCFCatExclnc
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